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INTRODUCTION

HOW DO YOU
DEFINE INFORMATION
GOVERNANCE (“IG”)?

I s it a holistic policy document outlining an organization’s approach

to managing enterprise data? Is it a series of discrete projects that

implement best practices in data security or storage optimization? Is it

both of these, incorporating policy and tactical execution?

Many organizations struggle with the
definition of information governance
for a variety of reasons. Some lack
executive support for IG, while others
feel hampered from executing on small,
tactical projects due to their legal or
regulatory profile. Yet some organiza-
tions have implemented IG projects and
realized tangible benefits and real
return on investment.

For this Advice from Counsel study, we
set out to better understand the health
and success of information governance
programs within corporations. In late
2015, we interviewed 25 in-house lawyers
under conditions of anonymity. Most of
these lawyers are from Fortune 1000
corporations and have responsibilities that
include some aspects of e-discovery and
information governance. As always, we've
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anonymized the quotes and feedback and
are grateful for the input from the Advice
from Counsel community.

We asked a wide range of questions to
better understand how corporations are
approaching information governance, key
challenges, areas of success, and some of
the basic mechanics they've adopted to
develop and implement their program.
The results clearly show that with a few
exceptions, most organizations are in the
early stages of information governance
adoption. Yet these executives have
strong advice on how best to begin and
implement an |G initiative. From these
results, organizations can better under-
stand how their peers are successfully
keeping an eye on the big picture while
executing quick wins that help build
momentum for broader IG initiatives.
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Top Area of Focus

When asked whether their organization had an information governance
program, 76 percent of corporate respondents said yes. While there was a great
deal of overlap in answers, respondents listed more than 30 areas of focus for
their program. These areas span teams and needs, well-summarized by the
Information Governance Reference Model (“IGRM”) graphic below. To give you
a sense of the diverse answers, we've pulled out quotes and organized them by
practice area and mission.

Information Governance Reference Model (IGRM)
Linking duty + value to information asset = efficient, effective management
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BUSINESS

“The company has historically had
retail stores and then launched a
completely separate retail website.
It is now merging the two and
integrating all of its information to
create a single unified system. It is
trying to get an omni-channel view
on all of its business.”

“Data analytics”

LEGAL

“Organizing data to manage
litigation costs.”

“Implementing an effective

legal hold solution.”
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PRIVACY & SECURITY

“Ensuring that non-public
information is not released
outside of the company.”

“Identifying which information
needs the most protection and
should not be on the network.”

IT

“Data accuracy and
consistency in reporting
from legacy systems.”

“Optimization of resources, including
staff and technology, to get better
management data and understand
the information environment.”

RIM

\.

“Discarding paper and physical
records that have exceeded their
retention period.”

“Implementing records retention
schedules globally in all operating
companies, including those they
acquire.”

J

Duty: Legal obligation
for specific information
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Asset: Specific container
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TOP AREA OF FOCUS

Data Security Emerges as the
Top Driver for Information Governance

While respondents shared areas of concern across the IGRM spectrum, data security
was the #1 recurring theme across responses. This encompassed a number of
different initiatives, and respondents talked about data security in four key areas:

for clients, patients and employees. Across all industries,
respondents acknowledged a sense of responsibility for
protecting the sensitive information of their customers
and employees.

@ Securing sensitive personally identifiable information

Securing sensitive company intellectual property.

Creating a tiered security network to protect
against security breaches.

Developing protocols and systems to ensure secure
access to the network for partners and other approved
third parties.

® ©@

The parsing of data security into four discrete buckets can help organizations
undertake a large challenge: Protecting the organization’s data from internal and
external threats and channeling that information into initiatives that are smaller,
more focused and easier to accomplish. Protecting customers’ credit card informa-
tion, for example, may require different technology and processes than authenti-
cating the identity of employees trying to access the company’s “crown jewels” of
intellectual property.
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Top IG Challenges

Respondents identified common roadblocks in developing and implementing an
information governance program. They can be grouped into four key areas:

Different Work Styles and New Technology

Nearly a third of the survey respondents
said that the main challenge was that
employees are working and collaborating

in new ways that are enabled by the

proliferation of cloud-based applica-
tions. One respondent stated, “With the
additional collaborative tools and mobile

devices, access and egress points for
data, and lack of employee awareness

to sensitive information, it is becoming
more complicated to control who has
access to certain types of data and how
we are sharing that information and with whom.” Some respondents focused

on employee conduct and a need to develop processes and training that would
help prevent employees from making poor information management decisions.
Another commented on how the new technology produces “a level of disorga-
nized complexity that does not follow a logical or natural taxonomy.” This can
lead “beyond the realm of the business,” and employees then develop “business
records that the legal team is unfamiliar with and unable to easily locate.”

Where to Begin?

Nearly a quarter of all respondents said that with information governance, the
initial challenge often is deciding where to begin. Organizational structure was
mentioned several times as a barrier because “various parts of the company
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own different elements of information
governance.” As one respondent said, “I
have a perspective only from the legal view.
It is hard to imagine all of the things we
are supposed to imagine when we try to
develop this.” Others said it was daunting
to prioritize when so many areas need
attention. According to one respondent, “If
the scope of the project is too huge, it can
almost fall under the weight of itself.”

Data, Data, Data

Twenty-five percent of respondents 10101010010
cited technology, both old and new, as a 01101010101
major roadblock to implementing IG. On 10101001001
the “old” side, legacy data may still be 10101010110

relevant but hard to store and retrieve. As 10101101010

one respondent said, “It is a challenge to

adapt to 21st century systems from the

20th century world. Today, for example,

we are dealing with litigation related to
claims on life insurance policies that were
written 50 years ago.” For others, it's
simply a matter of keeping up with increasing volumes across a global organization.
One respondent said, “There are so many software systems and so many needs for
information stored in so many different places and ways. The challenge is always
coming up with something cohesive.”

At the same time, organizations are trying to manage rapidly evolving data
ecosystems that span personal computers, mobile devices, social media and

a myriad of cloud-based collaboration tools. According to one respondent,
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“Information is not created in a pre-planned way, and with technology, new forms
of information are organically being developed all the time. This produces a level
of disorganized complexity that does not follow a logical or natural taxonomy.”

Respondents also expressed frustration about the headache posed by BYOD
(bring your own device) work environments and especially social media. One
respondent said, “Social media creates confusion about how the social media
companies are maintaining information. As a result, it causes confusion at the cor-
porations. Sometimes | think that those social media companies don’t have a clue
about what they are doing with their information. For example, Snapchat does
not always delete information even though it says it does.”

Resources

Finding the appropriate |G resources
was a key challenge for 25 percent of
respondents. For some, it was a matter

of mere numbers and “having enough
people to do what needs to get done.”
Many worried about how IG is an initiative
that should include collaboration across
teams within various functions, from
information technology (“IT”) and records

management to legal and the lines of
business. The fact that “different parts
of the company own different elements of information governance,” combined with
“bureaucracy and a failure to receive buy-in from key stakeholders,” can hinder an IG
initiative from the start.
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The Mechanics

When asked for specifics on staffing, costs and other details, respondents gave
a wide range of answers, reinforcing the varying degrees of maturation across

organizations.

STAFF

Do you have in-house staff dedicated

solely to information governance?

For companies with resources solely dedicated to IG,
the average number of staff is four. It should be noted
that the majority of companies said they have at least
one in-house person handling information governance,
but this individual typically spans a few other areas,
particularly IT, records management, e-discovery, and

risk and compliance.

DEPARTMENTS INVOLVED

Which departments are involved in your information

governance program? Please select all that apply.

95% Legal

.

73%

Compliance

Line of Business Leadership
Information Security

Records Management

Beyond these top
groups, respondents
also mentioned
involvement from
finance, human
resources, operations
and even the board of
directors.
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5% 1nformation

R .
ecords Security

Management

Which department is leading your

information governance program? 44%
Legal

Please select one. 230,

Compliance

Can you quantify how much you spend
on information governance per year?

As respondents noted, this is an intricate calculation
to make across teams and geographies. For those
who were able to give an amount, the numbers
spanned from $200,000 up to as high as $20 million
per year.

Can you quantify any savings as a
result of information governance
policies or practices?

Interestingly, respondents made it clear in their
comments that they believe their company has
realized benefits, including cost savings, but that
it was hard for them to quantify. Several cited
the dispersed nature of the initiative as a major
roadblock for calculating savings but indicated
that establishing a return on investment is a goal
for the program in future years.
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Areas of Success

Can you quantify any additional
tangible benefits from your information
governance program?

While many participants described their IG programs
as nascent, with broad policies still in the works,
most were able to see benefits from some focused,
tactical IG initiatives. The top four benefits provided

by respondents are:

$

Reduced storage costs.

As one respondent stated, “If you are able to maintain
good document destruction practices, you will be
saving on office space and storage costs, both on-site
and off-site.”

Improved e-discovery processes,
including legal holds, information
retrieval and fewer documents sent
to outside counsel for review.

Multiple respondents made comments about
experiencing more efficiency. One respondent said,

“We have greater efficiency in legal operations due to
being able to find information more easily.”
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Lower risk of a security breach.

Several individuals spoke of reducing the dataset to
proactively protect against a breach. According to one
respondent, “The reputational savings are not quan-

| | tifiable because you cannot measure the reputational

costs of doing it wrong. As a result, that would be a
savings. We are getting it right so that our reputation is
not tarnished.”

Improved internal awareness
of data security and information
governance goals.

A common refrain was, “Employees now understand

what is involved in information governance and the
nature of their responsibilities.”

In addition to the above four benefits, respondents
provided a few additional comments that should be noted:
m “The ability to execute contracts more consistently is a great benefit.”
m “Streamlined communication is a real benefit.”
m “Decluttering information projects and making the data cleaner [is a benefit].

For a large company, making sure everyone is relying on the same data source is

critical.”
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Advice from Counsel

In total, information governance still is a relatively new initiative, and, while it

poses a number of challenges — spanning technology, processes and culture —

it is providing early adopters with some key advantages. For those just beginning

to develop their own IG program, the Advice from Counsel community offers the

following tips:

[

Secure executive buy-in. “A program of this kind takes time and
money so you need someone at the top level of management who ‘gets it.

17 n

Develop cross-functional teams. To avoid duplication and wasted
time or money, “You need to get everyone talking with one another about
what they are doing and what needs to get done.”

Secure your sensitive data. “Invest in people who know how to pro-
tect data and how to use it effectively. Generating data is not very good
unless you are ready to use it and can protect it.”

Don'’t forget about data privacy regulations. “Beware of all the
international data privacy regulations and their amendments. You must un-

derstand that transferring data across borders is a very sensitive issue even
when the company has operations abroad.”

Get outside help. For those in highly regulated industries, this was a
recurring theme: “Work with professionals. Hire outside counsel and others
who have been there before. Make sure they understand your business to
ensure that what advice they give you is not off the shelf but suited to your
situation... Each company’s facts and circumstances are different so take the
time to work with someone who knows your business.”
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[] Think about your end user. “Give people tools so they are not taking
shortcuts that bypass your protocols. Make it easy to access information so
people are not enticed to make poor judgments about protection of informa-
tion, whereby you could have a breach.”

] Don'tlet perfect be the enemy of good. Several respondents
discussed the importance of simplicity and basics: “Keep it as simple as you
can. Base your program on business requirements as much as possible.”
Another added, “Developing a complete map of what you have and where
it is can be extremely time-consuming. We have incrementally become more
aware of information that isn't governed as much as we thought because it
exists in siloes around the company. We didn't realize that at the outset. |
view e-discovery as finding answers to targeted/narrow questions — my obli-
gation as in-house counsel is to focus on specific content. On the other hand,
information governance leaders are looking at e-discovery from a big picture
standpoint. They answer the broad questions. Working together, we try to
draw some conclusions.”
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Appendix

Ari Kaplan Advisors personally interviewed 25 in-house lawyers with responsibilities
that include some aspects of e-discovery and information governance. Most par-
ticipants are from Fortune 1000 corporations, and all spoke by telephone, under
condition of anonymity, during October 2015.

Of this year’s participants, 84 percent develop and implement e-discovery tools and
vendors; 76 percent select or implement information governance tools and vendors;
72 percent manage e-discovery software and service providers; 52 percent manage
information governance software and service providers; 76 percent develop and
implement e-discovery processes; and 96 percent develop and implement informa-
tion governance processes.

By industry:

Forty-four percent of
participating organiza-
tions had total annual
revenues of $10 billion or
greater, and 60 percent
had 10,000 or more
employees. In terms of

49% Transportation

P
49 Real Estate
49% Media

4% Education

litigation events over 36%
the past 12 months, Financial Services 8%

36 percent reporte d including banking and Retail
) credit institutions, as well as
Managing 100 to 499 insurance companies

litigation events, and
16 percent reported
managing 500 or more

24%
Energy & Utilities

litigation events.
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2014 revenues:

Between $5 Billion
and $9.9 Billion

Below
$1 Billion

44%

$10 Billion
or Greater

Between
$1 Billion and
$4.9 Billion

Number of litigation
events in the past 12
months:

1,000 or
More
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36%
Between
100 and 499
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Number of employees:

4% Fewer than
500 Employees

500 to
999

1,000 to
4,999

60%
10,000
or More

4% Between 500 and 999

4% Unknown

449%
Fewer
than 100
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About Advice from Counsel

Through in-person events, virtual meetings, webcasts,
surveys and reports, Advice from Counsel helps e-discovery
leaders share ideas and advice with peers in an open and
collaborative forum. Begun in 2008 as an annual survey

and report on top e-discovery trends, Advice from Counsel
has evolved into an interactive community of e-discovery
professionals working to strengthen the people, process and
technology at the core of e-discovery. Advice from Counsel is
sponsored by FTI Technology.
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